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Aplatform approach for managing medical algorithms



Algorithms turn health data into insight.

Proving those insights are 
trustworthy is a $bn problem.

We’re building the GitHub
for healthcare algorithm integrity.

IOTIFY



Examples of Medical 
Algorithms uses 
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Remote Monitoring 

Medicine 

optimisation

Digital therapeutics 

Adherence 

support 

Triage 

Contraindications 
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Titration  

Clinical trials

Precision 

medicine  

Diagnostics



Key Definitions 
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An app store (or app marketplace) is a type of digital distribution platform for computer 
software called applications, often in a mobile context.

Modern software applications and systems are most often developed as assemblies of many 
smaller ‘component’ parts. 

A software component can be defined as a software unit with a well-defined interface and 
explicitly specified dependencies. A software component can be as small as a block of 
reusable code, or it can be as big as an entire application.

Algorithms are essentially problem solvers intended to solve and often automate a solution to 
a particular problem, ranging from simple logic to complex arithmetic. Algorithms should turn 
inputs into outputs via a replicable, finite series of steps.

Software as a Medical Device (SaMD) defined by the IMDRF as: "software intended to be 
used for one or more medical purposes that perform these purposes without being part of a 
hardware medical device.”
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Software as a Medical Device (SaMD) can be described as: 
“software that utilizes an algorithm (logic, set of rules, or model) that operates on data input 
(digitized content) to produce an output that is intended for medical purposes as defined by 

the SaMD manufacturer” *
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Overview of a Compliant Component 

*Source:  International Medical Device Regulators Forum (IMDRF) - Software as a Medical Device (SaMD): Clinical Evaluation, 2017

Software driven devices are increasing in complexity and has become the biggest cause of medical 

device recalls, indicating to an issue with software development and quality in the industry.*



Balancing benefit / risk
Benefit(s) includes, but not limited to, impact on patient health/clinical management.*

Risk(s) includes, but not limited to, inaccurate/incorrect output, which may impact the clinical 
management of a patient.**

SaMD development requiring compliance with applicable regulations and standards, can be 
expensive, complex and resource heavy. However, this is essential to gain market access and 

support any medical claims around a product’s performance.
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*Source: FDA Factors to Consider Regarding Benefit Risk in Medical Device Product Availability, Compliance, and Enforcement Decisions, 2016

**Source: International Medical Device Regulators Forum (IMDRF) - Software as a Medical Device (SaMD): Clinical Evaluation, 2017 

Patient Safety Regulatory Approval Audits Market Access

SaMD barriers and enablers



Opportunities to develop new regulatory approaches to support innovation and safety

A single major recall can cost a manufacture $600m, impacting:

Regulatory processes vs innovation 

In the USA – average total cost for medical product from concept to clearance:

• low- to moderate-risk 510(k) was approx. $31 million, with $24 million spent on FDA 

dependent and/or related activities.* 

• higher-risk PMA product, the average total cost $94 million, with $75 million spent on 

stages linked to the FDA.*

Cost and Complexity of innovating within regulatory processes 

* FDA Impact on US Medical Technology Innovation
** SaMD as defined by the International Medical Device Regulators Forum (IMDRF) 

Share Price Credibility Death / Injury
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The need for a Tailored Approach
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*Source:  FDA slides 



Medical Device Development
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*Source : McKinsey and Company ’133 medical projects in the Numetrics SW industry database’

Software driven devices are increasing in complexity and have become the biggest 

cause of medical device recalls, indicating to an issue with software development and 

quality in the industry. 

Software development for medical products:*
• 69% of medical products are late to market. 
• The average schedule overrun 25%. 
• Of the 31% ‘on-time’ implementations had reused 22% more code and focused on new 
rather than legacy tests

• 70% of SW related recalls are caused by programming and design faults that can be 
avoided by using a more rigorous development and validation processes validation 
processes
Software reuse is seen as the best way to avoid unnecessary development time and cost



Reusable software components
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Reusable software components are designed to apply the power and benefit of 
reusable, interchangeable parts from other industries to the field of software 
development. 

Other industries have long profited from reusable components: 
• Reusable electronic components are found on circuit boards. 
• Car parts can be replaced by a component made from one of many different 

competing manufacturers. 

Standard interfaces allow for interchangeable, reusable components.



Quantitative benefits of Software reuse
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• Nippon Electric Company achieved 6.7 times higher productivity and 2.8 times better 

quality through 17% reuse. Nippon Electric company improved software quality 5-10 
times over a seven year period through the use of unmodified reuse components and 
achieved a better quality in the domain of basic system software development and in 
the domain of communication switching systems.*

• Toshiba saw a 20-30% reduction in defects per line of code with reuse levels of 60%* 

• Hewlett-Packard (HP) cited quality improvement on two projects of 76% and 24% 
defect reduction, 50% and 40% increases in productivity, and a 43% reduction in time 

to market with reuse levels up to 70%. ROI ranged from 215% for one development to 
410% for the other* 

• NASA Report Reduction of 75% in overall development effort and cost* 

• AT&T reported a 50% decrease in time-to-market for 40-90% reuse* 
*Source: DESIGNING CODE LEVEL REUSABLE SOFTWARE COMPONENTS, B.JALENDER et al: International Journal of Software Engineering & Applications (IJSEA), Vol.3, No.1, January 2012



Gaming reuse example 
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The Unity Asset Store is home to thousands of free or 
affordably priced assets that save critical time and 
effort for Unity creators.*

Unity Technologies, a game development engine 
powering over 50% of all newly released mobile 
games. Their asset store is a growing library of free 
and commercial assets developed by Unity and their 
member community. 

*Source: https://unity3d.com/quick-guide-to-unity-asset-store

In the gaming industry developers produce, distribute and commercialise their code 
as digital assets using standardised platforms. 



Standardisation & Reuse
Complex product design/integrated solutions with more challenging approval processes
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SOURCE: McKinsey and Company ’133 medical projects in the Numetrics SW industry database’ 

Reuse of technology is seen as the best way to avoid unnecessary development time/cost:

• building on existing design and engineering solutions
• standardising parts and systems
• selecting components to minimise safety risks and reduce test loops
• reusing components to reduce the regulatory and validation burden

Common themes for reuse: 

• Production ready – build production ready asset in scalable/sharable formats
• Interoperable – integrate into wider services e.g. containerised microservices enable 

interoperability
• Incentives – revenue opportunities/efficiency savings for the creators and customers
• Modular – connected together like Lego blocks
• Standardisation – use of common standards during development enables 

interoperability 
• Monitoring – ongoing quality assurance to manage performance & risks



Enabling Reuse 
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A modular approach makes it easier to reuse software components across multiple products.

Automation of the build and documentation processes unlocks new efficiencies and powers more 
innovation. When used with a modular development approach, it can address 3 key needs:

Monitoring Reusability

Ongoing monitoring of 
deployed algorithms with a 

focus on performance & 
risks.

Development of standardised
controls to make it easier to 
review process & algorithm 

performance.

Enable reuse to eliminate 
duplication of effort, 

decrease testing & cost of 
redevelopment

Standardisation



Introducing the MIOTIFY Builder
MIOTIFY component-based approach to deploying algorithms using DIY ‘Compliant Components’.

Standardised Design Control framework that 
auto-generates over 16 documents of objective 

evidence to aid a regulatory submission

Drag and Drop component configuration tools…

…to build an externally deployable compliant components 
that can be inserted into a software system/application….
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Compliant Components 

A Compliant Component consists of a 
package of externally deployable code with a 
corresponding evidence package to aid 
regulatory compliance and demonstrate 
quality assurance to enable the algorithm’s 
use in software intended to inform or drive a 
clinical decision.
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Libraries Compliant Components

Standardised controls at component level support system level compliance and enables reuse.

To scale, innovators needs to stay agile and demonstrate control over algorithm design & risks. 

SYSTEM LEVEL

COMPONENT LEVEL

• Encompasses entire device and all 
associated services.

• Full design history file detailing all 
controls and risk management, as 
required by regulators.

• Validation of a single component design 
(combination & processing of inputs) by 
generating objective evidence that the 
specifications conform with the intended 
use. 
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LIBRARY OF COMPONENTS 



Workflow

Drag & drop build within 
standardised design 
control framework.

Release

Auto-generated & 
downloadable code & 
design files for release 

to library or production.

Reuse

Reduce development time & 
costs by accessing internal 

library & open marketplace to 
redeploy components.

We’ve built a framework that 
enables algorithms to be deployed 
rapidly at scale. 
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MIOTIFY’s platform guides product teams via a standardised design control workflow to 
configure algorithms and build Compliant (software) Components with documentation for 
release & reuse. 



Shifting Paradigms of Algorithms
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Algorithms and data models are used to transform data into clinically actionable information. 

Complexity

Control Burden

Regular Complex Adaptive

Defined input leads 
to defined output.

e.g. Blood pressure 
ranges to inform 
clinical decision.

Defined output, based 
on complex ruleset.

e.g. Blood pressure + 
temperature to 
manage patient 

dosage.

Undefined output, based on 
ML improves over time.

e.g. Cardiac images + biopsy 
data review feedback loop 

diagnosis.

Basis for current 
regulatory standards.

Unlocked by adaptive framework 
for demonstrating control.

“To date, FDA has cleared or approved 
several AI/ML-based SaMD. Typically, 

these have only included algorithms that 
are “locked ” prior to marketing, where 

algorithm changes likely require FDA 
premarket review for changes beyond 

the original market authorization. 
However, not all AI/ML-based SaMD are 
locked; some algorithms can adapt over 
time….The highly iterative, autonomous, 

and adaptive nature of these tools 
requires a new, total product lifecycle 

(TPLC) regulatory approach that 
facilitates a rapid cycle of product 

improvement and allows these devices 
to continually improve while providing 

effective safeguards.”*

*SOURCE: US FDA Artificial Intelligence and Machine Learning 
Discussion Paper



Complex medical algorithms
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**Source : https://www.medtechintelligence.com/feature_article/integrating-data-science-into-medical-device-development/ 

*Source: BSI & AAMI 2019 :AI and machine learning algorithms in healthcare: Position paper 

A typical data science integration with a 
medical device product includes**:
• Identifying the medical need
• Identifying proper data variables
• Developing the right analytic models
• Designing analytic algorithm integrations
• Performing testing and verification
• Deploying beta versions
• Monitoring real-time results
• Maintaining and updating algorithms

Algorithms are trusted when their outputs are 
understood & explainable. AI/ML challenges this 
framework.

Algorithms are being used increasing for medical 
purposes and there are calls from these to be 
regulated in their own right…



Emerging Algorithm Economy  
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In the 2010s, big tech companies, start-ups and communities of developers used algorithm 
marketplaces to share and sell their work.*
• In 2018, Microsoft paid $7.5 billion to buy GitHub. 
• Amazon’s AWS hosts its own marketplace, offering models and algorithms. 

• Generalists marketplace e.g. Algorithmia, developers upload their work for others to 
access it

• Specialized marketplaces e.g. Nuance AI Marketplace offers A.I. developers a single API 
to connect their algorithms to radiologists at 6,500 healthcare facilities. 

• Bonseyes is a European-specific marketplace to buy and sell A.I. tools.

*Source: https://futuretodayinstitute.com/trend/artificial-intelligence/algorithm-marketplaces



A platform for Reusable Assets
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A platform offering a standardised design control workflow to 
configure algorithms in a ‘Compliant Component’ with corresponding 
auto-generated documents which is device/manufacture agnostic, 
but can be configured based on the intended use by to configure, 
manage the risk test, externally release and proactively monitor. 

A platform approach enables innovators to have access to other 
Reusable assets collated based on emerging criteria to standardised 
quality assurance and provide an opportunity for efficient and less 
burdensome regulatory oversight.



Key takeaways 
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• New sources of data offer the potential to transform healthcare. 
• Algorithms are configured to transform data to inform/drive clinical management, support 

diagnosis and drive personalisation, but must demonstrate controls before medical use.

• To enable medical use at scale requires tools to configure algorithms for medical use that 
provides access to approved components can be released and reuse in multiple products. 

• Reusing ‘Compliant Components’ reduces risk and saves time/cost in development.
• Enabling an ecosystem requires a platform approach, so that processes can be standardised 

and components monitored and reused, especially when complex algorithms are used. 

• MIOTIFY’s mission is to enable an ecosystem where industry stakeholders can collaborate to 
share best practice and innovators can access tools to help them manage the risks through 
an automated design control process to demonstrate algorithms can be trusted for medical 
use/reuse whilst linking directly to the regulatory stakeholders for oversight and approval.

• A standardised platform approach to the proactive management of medical algorithms will 

transform the quality, availability and variety of digital solutions.



Thank you for listening

For more information on MIOTIFY contact:  
sheena.macpherson@miotify.co.uk
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